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ear 2005 was conspicuously recog-

nized as the year of “Data Theft,” ex-

posing more than 50 million Ameri-

cans to the potential of identity theft.

So far, data theft in 2006 continues to

run rampant, making this year pos-
sibly even worse. According to the Privacy
Rights Clearinghouse, since February 2005,
almost 85 million people have had their per-
sonal information potentially exposed by un-
authorized access to the computer systems of
companies and institutions.

Recent reports of the Veterans Affairs’ em-
barrassing data leak and a string of Ernst &
Young stolen laptops renew serious concerns
about how government and enterprises pro-
tect individual sensitive information.

According to a recent International Data
Corporation (IDC) 2005 Enterprise Security
Survey, 40% of respondents reported a suc-
cessful attack, and 30% reported 10 or fewer
successful attacks against their systems. Ad-
ditionally, 50% of respondents from large
companies stated that they had more than
11 successful attacks on their enterprise. The
clear message from this survey is the over-
whelming prevalence of at least one success-
ful attack on the enterprise. (Diagram 1)

With the rapid advancement in technology,

Diagram 1

data theft is the new “invisible crime” threat-
ening every business. Enterprises are being
challenged by the ever-increasing complex
hacking techniques. At the same time, they
have to guard against the old-fashion thieves
who are making off with personal data on
hundreds of thousands of people by stealing
laptops and computers from cars and offices.

Data Theft

There are two main forms of data theft:
the first being stealing someone’s identity,
and the second being the theft of information
such as intellectual property and proprietary
information like customer lists, research and
development, financial data, and personal in-
formation. All these are all highly lucrative to
hackers.

The most common form of data theft to
obtain personal information that practically
all individuals with access to the Internet are
familiar with is Phishing. A typical Phish-
ing scheme will use a seemingly legitimate
E-mail to deceive the recipient into thinking
it is a message from a trusted company or
government agency rather than the con artist
who is actually behind the communication.
Their intent is simple: get the potential victim
to disclose his or her account information,
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credit card account numbers, Social Security
number, passwords, and/or other sensitive
information.

Consumers must be vigilant about Phish-
ing and avoid exposing their sensitive infor-
mation to the wrong hands. (For more in-
formation, visit the Anti-Phishing Working
Group Web site: www.antiphishing.org/con-
sumer_recs.html.) IT managers should train
their users early and often about how to avoid
social hacks such as Phishing.

The kinds of data theft that consumers
cannot guard against are those data thefts
and leaks from enterprises or institutions
with whom they entrust their personal and
credit card information. With the cost of the
data breach during the past 15 months not
yet clear, lawmakers and other parties are
keeping a close eye on the impact the leaks
are having on customers and on the credit
card industry.

Related to any data breach, retailers have
more to lose than consumers. When a fraud-
ster makes purchases with an individual’s
card, the maximum the cardholder has to
pay is typically the first $50 of unauthorized
transactions or nothing at all. Retailers, how-
ever, in many cases have to cover the loss—a
potentially heavy burden given the large
number of potential identity thefts. Web re-
tailers’ exposure is considerably higher be-
cause they do not see the customer’s credit
card and cannot ask for a signature or an
ID. As a result, Web retailers end up bearing
more fraudulent transaction costs than brick-
and-mortar stores.

Needless to say, businesses that are tak-
ing credit card or other electronic payments
would have the best interest to protect criti-
cal databases to avoid embarrassing incidents
as well as comply with the Payment Card In-
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dustry (PCI) Standard. The PCI Data Security
Standard is intended to protect cardholders’
credit card account and transaction informa-
tion from being leaked to the general public
or the wrong entities. Merchants who do not
comply could face restrictions by the card
brands and may be subjected to hefty fines.

To get a better understanding of how to
build and maintain a secure network, IT
managers should understand the tools and
tricks of the hacking trade.

Common Vulnerabilities

There are a few common exploited vulner-
abilities used by hackers to gain escalated
user privilege within the IT infrastructure.

One of the most commonly exploited
vulnerabilities is the buffer overflow. Buffer
overflows occur when too much information
can be written to a predefined memory buf-
fer, causing a program to fail to gain escalated
user privilege.

According to the SANS Institute, the lead-
ing computer security training organization,
remotely exploitable buffer overflow vulner-
abilities continue to be the number one issue
that affects Microsoft Windows® services.

Another is a format-string vulnerability
that occurs when user-supplied data is han-
dled incorrectly and is passed by a program
directly as a format string. A talented at-
tacker can then craft a string that overwrites
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memory locations with the attacker’s input.

One hack that should be high on IT orga-
nizations’ most-wanted list comes by way of
root kits, a type of hack that is widely known
in the Unix community but that now appears
to be headed straight for Windows desktop
and server systems.

Root kits are programs designed and writ-
ten by clever hackers. These programs appear
to be something you know and trust but in-
stead hold hidden features that trick the per-
son running them into believing the output
is truthful, allowing the intruder to harvest
login passwords, conceal their files, network
connections, and processes. Since the files
had the same timestamp as other programs
in the same directory, and appeared to have
the same checksums (via another Trojan
horse technique), an inexperienced adminis-
trator would see nothing out of the ordinary
and give up, thinking the system to be “clean”
It derives its name from the Trojan horse
programs that were bundled together in the
form of “Root Kits” for Sun’s Berkeley flavor
of Unix (SunOS 4) and later for Linux.

Defaults, Back-doors and
Mis-configuration

There is a whole class of hacking “tools”
that is nothing more than expert knowledge
of a particular application or operating sys-
tem combined with poor security practices

by the IT implementer.

Early in the systematic stalking of an IT re-
source, hackers will enumerate and identify
systems in a network, looking for something
of interest. After identifying an interesting
target, smart hackers will gently test to see
if any part of a system was left in a default
configuration. Such a configuration provides
easy back-door entry into what might look,
from the front, like an impregnable fortress.

Network Security Exploitation

Hackers often exploit network security
weakness by scanning, sniffing, and probing
network openings and weaknesses to gain ac-
cess and control to your computing resources
to install malicious software like spyware, ad-
ware, Trojans, or keyloggers on users’ systems.

Recently, the Domain Name System (DNS)
is another area of vulnerabilities being ex-
ploited. The DNS was created based on a
confidence model developed in an era of mu-
tual trust that is vastly different from today’s
generally hostile Internet environment. Con-
sequently, the DNS is prone to many types
of transaction attacks that take advantage
of that trust, including cache poisoning, do-
main hijacking, and man-in-the-middle redi-
rection. For example, DNS cache poisoning
vulnerabilities were exploited to redirect us-
ers to malicious domains to install malware
on users’ systems. Open recursive DNS serv-

ers are frequently being used as Distributed Denial of Service (DDoS)
reflectors, providing a huge amplification factor.

Encryption and Vulnerability Management

With so much at stake, IT Managers must be vigilant on network se-
curity and create an enforceable security policy. Today, IT managers are
conversant with access controls measures for their users, using firewalls
and universal threat management to secure their network perimeters.
For those who are entrusted with sensitive personal information, two
additional key areas they must master are encryption for all sensitive
data and vulnerability management with continual security scanning for
vulnerabilities and intrusion detection within the IT infrastructure.

Many ERP systems do not provide adequate encryption tools for IT
managers to safeguard sensitive card data, e.g. Microsoft Dynamics™
relies on an ISV like Nodus Technologies, Inc. to provide encryption
to their customers.

Automated encryption via intelligent agents should be used to ap-
ply appropriate levels of encryption to credit card holder information
before storage. The key for its successful deployment is to ensure us-
ers would not need to do anything extra, that the system will handle
the encryption and decryption automatically. Encryption must also be
applied on individual PCs and notebooks to secure the same informa-

tion. The added bonus for encryption for all credit card information
on all PCs is that when they are lost or stolen, you have an added level
of security that may protect the sensitive information from being dis-
persed to hackers.

Data theft is alarmingly easy when the IT infrastructure is left vul-
nerable to attack. Vulnerability management needs to be an integral
task of every IT department. Subscription to automated daily vulner-
ability scanning tools, such as ScanAlert or an open source offering
like Nessus, is a good way to reduce the burden on the stressed IT
manager and to keep network devices, servers, and desktop systems in
top defensive form.

PCI Standard compliance requires that any business that processes
credit cards, whether it is a merchant bank, restaurant, or service pro-
vider, must be able to encrypt and properly handle credit card data. It
encompasses a self-regulated security validation to an extensive third
party onsite audit, depending on the amount of cards the enterprise
processes. Violators may be subject to fines up to $500,000. Based on a
recent survey by Javelin Strategy and Research, the average amount per
identity fault costs $6,383 and an average 40 hours of consumer’s time
to resolve. Protecting individual card information is a serious business.
It is not only a requirement by the Payment Card Industry, but also an
obligation of every one involved in the IT industry. ‘
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