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Infroduction

This installation guide provides the step-by-step process on installing and configuring the necessary
components for Nodus ePay Advantage (ePay). To meet the needs of varying environments and
installations, this guide is infended to be read on a PDF viewer to take advantage of the links within
the document to direct the reader to the specific steps for their installation.

Nodus ePay Advantage offers the latest online payment technology for enterprises to streamline
online biling and payment collection. The ePay Advantage solution allows customers to view their
open invoices against the online bill presentment portal and pay them with a credit card or an
electronic check. The ePay Advantage solution integrates with Microsoft Dynamics GP to automate
billing processes and provide real-time payment processing. This document covers the prerequisites,
and installation steps for the implementation of the ePay Advantage website.

Please review the Copyright section and the End User License Agreement for more detailed
information on the use the use of ePay and this guide.

For information regarding specific ePay functionality, administrative setup and maintenance, refer to
the ePay User’'s Guide. This guide can be obtained from the below link:

http://www.nodus.com/documentation/ePay-6-R2-User-Guide.pdf

1.PA-DSS

EPay Advantage is a certified application that meets the Payment Application — Data Security
Standard (PA-DSS) to help merchants to achieve PCI-DSS compliancy. The needed security measures
to help the business achieve PCI compliancy with ePay Advantage are described in the PA-DSS
Implementation Guide for ePay Advantage. This guide can be obtained from the below link:

http://www.nodus.com/documentation/ePay-PA-DSS-3.2-Implementation-Guide.pdf

2.Product Support

For additional questions or assistance during the installation, please contact Nodus Support.

e Web - hitp://www.nodus.com/support.ntml

e Email - Support@nodus.com

e Phone - (909) 482-4701 option 2

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
distribution outside the Client organization without prior written permission from Nodus Technologies, Inc.

Please review the Copyright Information section for more details on the use of this document.
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Preparation

1. Choose a Transaction Processing Option

ePay Advantage has three different options for Transaction processing: PayFabric, Tokenization and
Encryption. Please be aware of which option has been chosen for this installation. This decision is
generally determined during the purchase of ePay Advantage.

Click here for details about the Transaction Processing Options

2. Understand the ePay System Requirements and
Components

The complete ePay Advantage solution has several components which work with each other to
allow the solution to properly function and communicate with Dynamics GP. It is very important to
understand which systems the ePay Advantage solution will be deployed to the environment before
proceeding.

Click here for Information about the System Reguirements and Components for the deployment of
ePay Advantage

3. Ensure Credit Card Advantage is prepared

Nodus Credit Card Advantage is a third party add on to Microsoft Dynamics GP that allows credit
card and eCheck fransactions to be processed directly from Dynamics GP. In order for ePay
Advantage to function properly, Credit Card Advantage must be installed and configured prior to
the ePay installation. If the Encryption option is chosen, then the Encryption Key Services will also be
configured during the Credit Card Advantage DSS installation. Please confirm with Nodus Support if
the installed version of Credit Card Advantage is compatible with the version of ePay Advantage
that is to be installed or if any documentation on installing Credit Card Advantage is needed

4. Choose New Installation or Upgrade

New Installations and Upgrades to ePay Advantage involve different steps and procedures. Please
select one of the below options for the installation.

New Installation Procedure

Upgrade Procedure

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
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New Installation Procedure

Please ensure to use the links below to navigate through the Installation Guide to ensure the proper
steps are followed in the correct order.

ePay Website Installation
Complete the following steps on the system where the ePay website will be installed.

1.
2.

3.
4,
5,

If using the Encryption or Tokenization Option, Install Nodus Framework
If using the Encryption or Tokenization Option, Install Transact
Advantage

If using the Encryption Option, Install the Nodus Encryption Client
Configure the Payment Gateway Connection

Install ePay Advantage

Integration Services
Complete the following steps on the system where the Integration Services will be installed

é.
/.
8.
9.
10.

Install Nodus Framework

Install Transact Advantage

Install eStore Advantage

Configure the Transact Service Connection
Install and Configure Nodus Synchronizer

Website Configuration

11.

Configure ePay Advantage

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
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Upgrade Procedure

Please ensure to use the links below to navigate through the Installation Guide to ensure the proper
steps are followed in the correct order.

Preparation
1. Preparing for the upgrade

ePay Website Upgrade

Complete the following steps on the system where the ePay website will be installed.

2. If using the Encryption or Tokenization Option, Install Nodus Framework

3. If using the Encryption Option, Install the Nodus Encryption Client

4. If using the Encryption or Tokenization Option, Install Transact
Advantage

5. Upgrade ePay Advantage

6. Migrate the ePay Advantage Sitefiles

Integration Upgrade
Complete the following steps on the system where the Integration Services will be installed

/. Install Nodus Framework

8. Install Transact Advantage

9. Install eStore Advantage

10. Configure the Transact Service Connection
11. Install and Configure Nodus Synchronizer

Website Configuration
12. Configure ePay Advantage

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
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Navigation: Introduction System Requirements New Installation Procedure Upgrade Procedure |




Nodus Technologies ePay Installation Guide

Transaction Processing Options

PayFabric option

The PayFabric Option utilizes the Nodus Cloud Processing Solution, PayFabric®, to dramatically
reduce the scope of PClI compliance by re\moving the credit card storage, the credit card
transmission and potentially the credit card entry point from the merchant’s environment. The
PayFabric Option supports multiple payment gateways and can easily be integrated into any
application that needs to accept credit card or eCheck Transactions.

Tokenization Option

The Tokenization option utilizes a service from the PayPal PayFlowPro Payment Gateway account
where the Payment Gateway will store credit card numbers and return a token value for each credit
card number. EPay then stores the token instead of the credit card number for future processing. This
option can help merchants reduce the scope of PCI Compliance since Credit Cards are no longer
stored in the company databases. If this option is chosen, ePay has additional functionality available
to remove the transmission and enftry of credit card information on the environment as well. The
Tokenization Option is available for companies using the PayPal PayFlowPro Payment Gateway when
the account has been setup through Nodus. Please contact Nodus for assistance in setting up a
PayPal PayFlowPro Payment Gateway account.

Encryption Option

The Encryption Option is where the credit card information is stored (in encrypted format) on local
premise. With the Encryption option, ePay is bundled with Nodus Encryption, a service that encrypts
credit cards in a format that has been approved to meet PCI Data Security Standards. This method
of credit card storage supports multiple Payment Gateways and Processors.

Return to the Preparation Section

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
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ePay System Requirements and Components

In order to create a complete solution, ePay Advantage contains different components that can be
deployed across multiple systems. The following section contains information on the components,
examples of how the components can be deployed and the system requirements.

Components

ePay Website — The web portal the users would browse to perform the various tasks available through
ePay Advantage

ePay SQL Database - The database containing the data for the ePay website to function such as
data relating to customers, invoices, payments, etc. With the Encryption Option Only, encrypted
credit card data is stored in this database

Integration Services — The services that manage the data being sent to and from Dynamics GP
Dynamics GP SQL Database — The database containing the Microsoft Dynamics GP data

Encryption Key Service — The services for encrypting and decrypting data (Only applicable to the
Encryption Option)

Architecture

The ePay solution can be deployed in a number of different ways based on the company security
practices. The following section provides information to consider when deciding how the website
should be deployed.

Example 1 (See Image Below): The recommended 4 system environment for when the ePay website
is located on a hosted environment or on the DMZ. This 4 system deployment is typically used when it
is needed for the ePay website to be in an environment separate from the internal Dynamics GP
environment to protect the internal environment from outside internet traffic.

1. The ePay SQL Database and Dynamics GP SQL Database are on a system that is not accessible
from the internet to provide protection for the data.

a. If the ePay Website is located on the DMZ, the ePay SQL Database could be within the
Internal GP environment for better protection and can be combined with the GP SQL
Database if necessary.

b. If the ePay Website is located in a hosting environment away from the Internal
Dynamics GP Environment, the ePay SQL Database should be in close proximity to the
ePay Website

2. The Integration Services must reside in the same domain as the Dynamics GP SQL Database
with no blocked ports between for communication using the MSDTC protocol.

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
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3. For the Encryption Option only, The Encryption Key Service (Not included in the diagram) is
generally placed on the same system as the Integration Services and requires an open port
(Usually 8003) for communication from the ePay Website and the Dynamics GP SQL Database

ePay Hosted Environment or DMZ Internal Dynamics GP Environment
ePay Website Integration Services Dynamics GP SQL
Database
Accepts data Modus Synchronizer
) updates from Hitps(443) Windows Service pulls SQL Connection (1433)
» Hosts ePay Website e

Https(443) MNodus data from GP and sends v

Synchronizer it to the ePay website GP Database

- All Accounting Data
- Credit Card and
Checking Account

Data**
C icates to mail 4
ommUNIcates to .mal Sends data to Hitps{443) Back Office Web
server for email ) - -
. > Back Office Web »| Service pushes
communica Service data into GP MSDTC (Random Ports)
Mail Server Connection customers I i
(25 or any Port}
Sends data to Payment Stores and
* | Gatewayer PayFabric retrieves data
for transaction from the ePay
Drocessing Database

Mail Server **Credit Card and Checking Account storage will be handled differently based

on the Transaction Processing Option

501 Connection (1433}

- Encryption: Credit Card and Checking Account data is Encrypted in the GP

Https (443) ePay 5QL Database and ePay databases in secure format
- Tokenization: Credit Card Number data is stored with the PayPal
PayFlowPro Gateway, Checking Account data is encrypted and stored in the
S b ePay Database GP and ePay databases
= - Authentication Credentials - PayFabric: Credit Card and Checking Account data are stored in the
Payment Gateway e < PayFabric cloud
. - Invoice and Payment Data
or Pa"'Fab“C - Credit Card and Checking
Account Data**

Example 2 (See Image Below): A two system configuration where ePay is within the local
environment. This type of configuration is usually used when there is not a need to have the ePay
website in a separate environment.

1. Since ePay is in the local environment, the ePay Website can easily be combined with the
Integration Services since they share similar requirements

2. The ePay SQL Database and GP SQL Database are on the same system and the data is not on
system that is not accessible from the internet.

3. For the Encryption Option only, The Encryption Key Service would likely be placed on the same
system as the GP and ePay SQL Databases. (Not included in the diagram)
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Https(443)

ePay Website + Integration Services

GP and ePay SQL Databases

Y

Nodus Synchronizer
Windows Service pulls

Mail Server Connection

Hosts ePay Website

Communicates to mail

(25 or any port) .
S < server for email
2 communication to £
) customers

Mail Server
Sends data to
Https (443) Payment Gateway or

N e
-

data from GP and sends
it to the ePay website

5Ql Connection (1433)
» - Credit Card and

Y

GP Database
- All Accounting Data

Back Office Web Service
pushes data into GP

MSDTC (Random Ports)

Checking Account
Data*®*

Stores and retrieves

PayFabric for

data from the ePay

ePay Database
- Authentication
Credentials

- Customer Data

SQL Connection (1433)

g Database - Invoi.ce and Payment [.)ata
Payment Gateway _Agzﬂ:tc[a):;r;d Lt
or PayFabric
**Credit Card and Checking Account storage will be handled
differently based on the Transaction Processing Option
System Requirements
ePay Website Requirements
REQUIREMENTS
Operating System | Windows Server 2012, 2012 R2 or 2016
Processor 2.5 GHZ Dual Core or more

Memory (RAM)

2 GB or more

communication

Outbound

e Connection to a Mail Server.

Software SQL Server Native Client 11
Inbound
e The ePay Website should be accessible by ePay users.
. Production implementations would use port 443 for https
Connection

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
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¢ SQL Connection to ePay SQL Database system. (Typically
on port 1433)

¢ Communication to Back Office Web Service on system
hosting the Integration services

e Encryption Option Only, communicate to system hosing the
Encryption Key Service over an open port (Typically port
8003)

Install the following Server Roles and Features from the Windows Server Manager.

Server Roles
% Application Server Role (Not needed for Windows Server 2016)
» NET Framework 4.5
» Web Server (IIS) Support
% Web Server (lIS) Role
» Web Server
=  Common HTTP Features

e Default Document
e Directory Browsing
e HTIP Errors

¢ Stafic Content

e HTTP Redirection

=  Application Development
¢ Net Extensibility 3.5
e Nef Extensibility 4.5
e ASP.NET 3.5
e ASP.NET 4.5
» Management Tools
= IS Management Console
e IS 6 Management Compatibility
¢ IS 6 Scripting Tools
e IS Management Scripts and Tools
Features
s .NET Framework 4.5 Features
» .NET Framework 4.5
» ASP.NET 4.5
» WCF Services
» HTTP Activation

ePay SQL Database Requirements

REQUIREMENTS

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
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Microsoft SQL Server 2012, 2014 or 2016

- For PCI Compliancy, the Microsoft SQL Server should be on
sQL Version a version that supports TLS 1.2. The following Microsoft article
provides information on the versions of SQL Server that
support TLS 1.2
https://support.microsoft.com/en-us/klb/3135244

Hord'wore Refer to SQL Server’s requirements

requirements
Inbound

Connection Open for SQL communication from the system hosting the ePay
Website (Typically port 1433)

User Create a SQL User with the ‘dbcreator’ Server Role. This user will be

referred to as the ‘ePay SQL User’ during the installation

Integration Services Requirements

REQUIREMENTS

Operating System | Windows Server 2012, 2012 R2 or 2016

Processor 2.5 GHZ Dual Core or more

Memory (RAM) 2 GB or more

¢ Microsoft eConnect Runtime and Dexterity Shared Components for
Microsoft Dynamics GP for the integrating GP version

e SQL Server Native Client 11

e Microsoft .NET Framework 4.5

Software

The following Server Roles should be installed on the server.

1. Application Server Role (Not needed for Windows Server 2016)
1.1. .NET Framework 4.5
Required 1.2. Web Server (IIS) Support
Components 2. Web Server (IIS) Server Role
2.1. Web Server
2.1.1. Common HTTP Features
2.1.1.1.  Default Document
2.1.1.2. Directory Browsing

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
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2.1.1.3.  HTIP Errors
2.1.1.4. Static Content
2.1.1.5.  HTTP Redirection
2.1.2. Application Development
2.1.2.1.  .Net Extensibility 3.5
2.1.2.2. ASP.NET 3.5
2.1.3. Management Tools
2.1.3.1. IS Management Console
2.1.3.2. IS Management Scripts and Tools

Inbound
¢ Open port for web service that will be utilized by ePay Website
Connection Outbound

e No blocked ports with the system containing the GP SQL Database
for Microsoft eConnect to utilize MSDTC Protocol.

e Access communicate to ePay Website

Prepare a Domain User with local administrative permissions to this
User server. This user will be used to run the Microsoft eConnect Windows
Service and communicate with the Dynamics GP SQL Database.

Dynamics GP SQL Database Requirements

REQUIREMENTS

Operating System | Windows Server 2008 R2, 2012, 2012 R2 or 2016

GP Version GP 2013, GP 2013 R2, GP 2015, GP 2015 R2, GP 2016, or GP 2016 R2

Refer the SQL requirements for Dynamics GP

- For PCI Compliancy, the Microsoft SQL Server should be on
a version that supports TLS 1.2. The following Microsoft article
provides information on the versions of SQL Server that
support TLS 1.2

Database

https://support.microsoft.com/en-us/klb/3135244

Hardware Specs Refer to the requirements for Dynamics GP

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
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Inbound
Connection
No blocked ports for communication from the Integration Server

Create a SQL user that will be used for the Integration Server to
connect to the GP database. This user will need the database role
User membership of ‘db_owner’ and ‘DYNGRP’ in both the GP
company database and the DYNAMICS database. This user will be
referred to as the ‘GP SQL User’ during the installation.

Encryption Key Service

This service is only required if using the Encryption Option. If using the Tokenization or PayFabric
options, this service is not applicable to the installation.

REQUIREMENTS

Operating System | Windows Server 2008 R2, 2012, or 2012 R2

Processor 2.5 GHZ Dual Core or more

Minimum (RAM) 2 GB or more

OQutbound

SQL Connection to the system with the Dynamics GP SQL
Database (Typically on port 1433)

Connection Inbound

A port for communication from the system with the ePay Website,
the Dynamics GP SQL Database and any GP client workstations
(Typically 8003)

TLS 1.2

The PCI-DSS standard requires the use of strong cryptography protocols during communication
between systems. SSL and TLS versions 1.0 and 1.1 are not considered strong cryptography protocols
and should be disabled on all systems that would come in contact with credit cards. Please note that
disabling older encryption methods can cause serious impacts on the environment if not tested
properly. It is highly recommended to perform proper testing to ensure systems and software support
TLS 1.2.

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
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Disabling SSL and TLS versions 1.0 and 1.1

The below article from Microsoft contains steps to disable SSL and TLS versions 1.0 and 1.1.

https://support.microsoft.com/en-us/klb/187498

Enabling TLS 1.2

TLS 1.2is not enabled by default on Windows Server 2008 R2. The below Microsoft article
contains information on how to enable this protocol.

https://technet.microsoft.com/en-us/library/dn786418.aspx#BKMK SchannelTR TLS12

Return to the Preparation section and proceed to the next step
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Preparing for the Upgrade

To prepare for the upgrade it is important to ensure all the data has been backed up and services
are stopped. The following section should assist in preparing for the upgrade.

Before with the upgrade, please make sure to read the following information.

There are certain cases in which the upgrade procedure may require additional procedures not
mentioned in this guide. Please contact Nodus Technologies Support if the upgrade meets any of the
following requirements:

- If the current ePay Advantage installation is a version less than 4.0.

- If there are multiple ePay Advantage websites that need to be upgraded.

- If the Transaction Processing Option is to be changed such as moving from the Encryption
Option to the PayFabric Option.

- If there is any customization applied against the current ePay Advantage website.

- Ifit cannot be determined if any of the above conditions apply to this installation.

GP SQL Database Preparation

1. Backup the DYNAMICS database and any GP company databases involved with ePay.
2. If the Encryption Option is selected, backup the Nodus Encryption Database

Integration Services Preparation

1. Create a backup copy of the following folders
a. C:A\Program Files (x86)\Nodus
i. On a 32-bit system, this would be at C:\Program Files\Nodus
ii. Thisis the program file path for the Nodus Programs installed on this system. This
could have been modified during the original installation.
b. C:\Program Files (x86)\Common Files\Nodus
i. On a 32-bit system this would be at C:\Program Files\Common Files\Nodus
c. C:\Program Data\Nodus
2. Stop all Nodus Synchronizer Services on this system
a. Open the ‘Run’ window from the windows start menu
b. Type “Services.msc” to open the ‘Services’ window
c. Locate the ‘Nodus Synchronizer’ service.
d. Click the 'Stop’ link to stop the service.

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
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Modus Synchronizer (Synchronizer) N.?ume — | Descripkion | Skakus | Startup Tvpe |
LhModus Key Server Started Aukomatic
Stopithe service LModus Scheduler Modus Sch...  Started Aukomatic

Restart the service

* odus Synchronize. .. Skarted Automatic

{é";Nndus.Data.ﬁ.dapte. o Modus,Dat. ., Parual

3. Remove the Nodus Synchronizer Configuration
a. If there is any Filter or Special configuration for the Nodus Synchronizer, please make
sure to back up the filter. If needed, please check with Nodus Support on how to verify
if there is any Synchronizer Filter in place.
4. Open the Nodus Synchronizer Configuration window by navigating to ‘Start - Programs >
Nodus Technologies = Nodus Synchronizer - Nodus Synchronizer Configuration’

7 NodusSynchronizer_Synchronizer H[=]E3
‘ File ~ Hep ~ | » W Stopped SetuplD: Transact Service Connection 2] Refresh

mecbmsmc) Databaze Setup @ Sync Type Setup Jl Store Setup l‘) ‘ rport \Jl

Store Total WebService | BackOffice

Name Synchronizets PreQueued ‘ Queved In Transit Eroes Enors | Emors

5. Click the ‘Database Setup’ button to open the ‘Database Setup’ window.

i Database Setup _ O] x| |

— Database Object Groups
| Marme SpncClass | Status RleadyForlnstal
} FRequired Uninstalked I |
— Import/E xport
- [rata will be imported from of expaited to "SyncBackupSOLScnpt 2l which locates in the same folder of pour senc application ‘
| mnamab Camanm -

6. Under ‘Database Object Groups’ section, click the red ‘X" icon in the upper left corner to
uninstall the Synchronizer Objects from the Dynamics GP company database. (Make sure the
backup of the Dynamics GP company database has already been made.

ePay SQL Database Preparation

1. Backup all ePay company databases on the Website SQL Server instance.

ePay Welbsite Preparation

1. Create a backup copy of the following folders
a. C:A\Program Files (x86)\Nodus
i. On a 32-bit system, this would be at C:\Program Files\Nodus

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
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This is the program file path for the Nodus Programs installed on this system. This
could have been modified during the original installation.
b. C:\Program Files (x86)\Common Files\Nodus

i. On a 32-bit system this would be at C:\Program Files\Common Files\Nodus

c. C:A\Program Data\Nodus
i. On older versions of the Nodus products, this folder may not exist so it would not

need to be backed up.
d. The ePay Sitefiles folder. To find this folder, use the following instructions

i. Loginto the system hosting the ePay Website
i. Open the ‘Run’ Window (Start -> Run or Window key + R)
Type “Inetmgr” in the ‘Open:’ field and push Enter. This will open the ‘Internet

Information Services (IIS) Manager’ window

Run 2| x|

Type the name of a program, Folder, document, ar
o Internet resource, and Windows will open it For wou,

Qpen: I Inetmgr j

(] 4 Zancel | Browse. .. |

iv. Expand the directories to locate the ePay website in the ‘Sites’ section
i Q__El Start Page

Elﬁﬂ DAYID (DANYIDY Adminiskrakar) i'"
-2 Application Pools A
[=]- & ] Sites
- &3 Default web Site
=@
9 ePay & Explore
9 ePa Edit Permissions. ..
l+| ‘h -~
v. Right click the website and choose the ‘Explore’ option to be directed to the
website files.

Uninstall software

1. Before proceeding to uninstalling any software, please review the following process for

information on how to uninstall the programs.
a. Open the ‘Run’ Window from the Windows start menu (or push the ‘Windows Key' + R)

b. Type “Appwiz.cpl” in the ‘Open:’ field and push Enter to open the ‘Programs and

Features' window.
Locate the desired software to uninstall and click the ‘Uninstall’ button

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
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ﬂﬁ Programs and Features !El

" o

'\ /“\ J E ~ Control Panel = Programs = Programs and Features = [‘i}]l Search Programs and Fe... 18]

Control Panel Home

Yiew installed updates

'?:!' Turn Windaws Features on aor off

Uninstall or change a program

To uninstall a pragram, select it fram the list and then click Uninstall, Change, or Repair.

Organize Uninstalll Change i= = .@.

~| Publisher
Modus Framework Modus Technologies, Inc
N Modus Scheduler Modus Technologies, Inc.

Marne  ~

2. Uninstall the following software from the system running the Integration Services and the ePay
Website. The below software are listed in the order recommended for the uninstallation.

a.
o.
C.
d.
e.

Nodus Scheduler
Nodus Synchronizer
eStore Advantage
Transact Advantage
Nodus Framework

3. For the Encryption Option, if the system containing Integration Services or the ePay Website is
NOT running the Key Encryption Service and only contains the Nodus Encryption Client,
uninstall Nodus Encryption.

The Nodus Encryption Key Service should have been upgraded during the Credit Card
Advantage DSS Upgrade process.

System Migration

Often during an upgrade, certain systems will be replaced. For any new systems that will be hosting
any ePay components during the upgrade, please make sure they meet the system requirements
and ports are open in the same manner as the existing environment. Please follow the steps below
to prepare for a new ePay installation on these systems.

If new systems are being added, review the System Reqguirements and Setup section to confirm the

new systems meet the requirements for the ePay components

If all existing systems will be remaining in the environment, return to the main upgrade instructions and

proceed to the next step | For Upgrade |

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
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Nodus Framework Installation

1. If Nodus Framework is already installed on this system, please return to the main installation page
and proceed to the next step. | For New Installation | For Upgrade |

2. The user logged in for the installation must be in the Administrators group for the computer where
Nodus Framework is being installed

3. Navigate to the folder where the Nodus Framework installation file is located

4. Right click the Nodus Framework installation file and choose to run the installation file as an
administrator user

5. After a few seconds, the welcome screen will open. Click the ‘Next >’ button to continue

i Nodus Framework - InstallShield Wizard

Welcome to the InstallShield Wizard for Nodus Framework
5 - The e

2

fnstaliShidld | [ cgeck i mews ] [ coel |

6. After reviewing the license agreement, click the Yes button to accept the agreement and continue

Nodus Framework - InstallShield Wizard

License Agreement
Pl a

Nodus Technologies, Inc. Framework
End-User License Agreement

Important. Read Carefully. This Nodus End- Usev License Agreement (Agreement] is a legal

otherwise using this Product, you agree to be bound by the terms of this Agreement. If you do
not agree to the terms of this Agreement, do not install or use this Product; may, however,
retum it to your place of purchase for a refund.

This license is not a sale. Title and copyrights to the Product remain with Nodus.
Unauthorized copying of the data, of failure ta comply with the provisions of this License
Agreement, will result in automatic termination of this license and will make available to Nodus
as Nodus’s licensee, other legal remedies. IN THE EVENT OF LICENSE TERMINATION,
ALL MATERIALS, DATABASES, AND DOCUMENTATION MUST BE IMMEDIATELY
RETURNED TO Nodus at 250 West First Street, Suite 302, Claremont, CA 81711,

Instal

7. Nodus Framework will be installed to the location shown on the Start Copying Files screen. Click the ‘Next >’ button
for the installer to start the installation process

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
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i_‘pdu;n Framework u-w_lsmu Wizard

Staet Copying Files

Recomer 1ottngs bel e

%) the prograem fles. I pou w
3 with the seitings. cick N %

Install Deectory: C:\Program Files\Comenon Fss\Nodus\

Install S < Back

i Nodus Framework - InstallShield Wizard

[

[

!
InstallShield Wizard Complete

has finished installing Modus Framework on your computer.

Installs I < Back ﬁ Finish ] f[ Cancel F

8. Once the installation is completed, click the ‘Finish’ button to close the installer
9. Return to the main instructions and proceed to the next step | For New Installation | For Upgrade |
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Nodus Encryption Client Installation

If Nodus Encryption is already installed on this system, please return to the main installation

procedure and proceed to the next step. | For New Installafion | For Upgrade |

2. Navigate to the folder where the Nodus Encryption install file is located and double click the
install file.

3. The install wizard should open with a welcome screen. Click the ‘Next >’ button to continue

i"E‘ Modus Encryption - Installshield Wizard | x| |

Welcome to the InstallShield Wizard for Nodus
Encryption

The InstallShield{R) Wizard will install Modus Encryption on wour
computer, Ta conkinue, click Mexk,

WARMNIMNG: This program is protected by copyright law and
international treaties,

= Back I Mext = I Cancel

4. Review the license agreement and if you accept, choose the option ‘| accept the terms in the
license agreement’
5. Click the ‘Next >' button to continue

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
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i'g!,': Modus Encryption - Installshield Wizard

License Agreement L 5 I
Please read the following license agreement carefully, II
Nodus Technologies, Inc. Nodus Encryption il

End-User License Agreement

Important. ERead Carefully. This Nodus End-User License
Lgreement [(Lgreement]) is a legal agreement between you

and MNodus Technologies, Inc. [(Modus), for the software
product identified above (the Product), which includes
computer software and may include associated nedia,

printed materials, and online or electronic :j

1 e v e e S - TCowr =ammmt=m=1 1 5~  ~um—mamrr= s L S - —

% [ accept the terms in the license agreement Prink |

™ I do not aceept the terms in the license agreement

Irskall5hield

< Back I Mexk = I Cancel |

6. The next screen allows the folder where the program files are stored to be changed. If the shown
folder path is not acceptable for installation, click the ‘Change...’ button to browse to a different
location

7. Click the ‘Next >’ button to continue

fi Nodus Encryption - InstallShield Wizard

Destination Folder

Click. Mext ko inskall ko this Folder, ar click Change ko install to a different Folder,

_,_/ Install Modus Encryption bo;

C:Program Files (x@61 Modus\Encry pkion), Change. .. |

Install5hield

< Back I Mexk = I Cancel
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8. On the Setup Type screen, choose a ‘Custom’ installation and click the ‘Next >’ button to
continue

fii Nodus Encryption - InstallShield Wizard

Setup Type ' i
Choose the setup bype that best suiks your needs, Il |

Please select a sekup bype,

" Complete

&l program Features will be installed, (Requires the mosk disk
space, )

{* Custom

Choose which program features wou wank installed and where they
will be installed. Recommended For adwanced users,

InstallShield

= Back I Mext = I Cancel |

9. On the Custom Setup screen, use the dropdown arrow next to ‘Key Encryption Server’ and
choose ‘This feature will not be available’

i'él Modus Encryption - Installshield Wizard Ed |

Custom Setup

Seleck the program Feaktures you wank installed.

Click on an icon in the list below to change how a Feature is installed,

|-Feature [rescription

oty S SN =] [ S ) =P 4

By

=18 This Feature, and all subfeatures, will be installed on local hard drive.

This Feature will nat be available,

vaur hard drive,

Install to:
C\Pragram Files (x86)\ModustEncryphionikeyServer),

Instal 5hield

Help Space < Back I Mext = I Cancel
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10. Use the dropdown arrow next to ‘Data Encryption Key Rotator Service’ and choose ‘This feature
will not be available’

fii Nodus Encryption - InstallShield Wizard

Custom Setup 1 |

Select the program features you want installed,

Click on an icon in the list below to change how a Feature is installed.

Key Encrvption Server |'Feature Pescription """

Contains files required For Data
Frrrwntinn Kaw Robakar Seryice,

[aka Encryption Key Rokatar S

=0 This Feature will be installed on local hard drive.

=N8 This feature, and all subfeatures, wil be installed on local hard drive.

This Feature will nat be available.

Install to:
C:\Program Files (x860 Modus\Encryprion|EdekRotakor),

InstallShield

Help Space < Back I Mext = I Cancel |

11. With only the ‘Client’ option available click the ‘Next >’ button
i Nodus Encryption - InstallShield Wizard

Custom Setup p Jl

Select the program features you wank installed.

Click on an icon in the list below to change how a Feature is installed,

= Feature Description ————

" ) Contains Files required For Kesw
E?tatEncryptmn Key Rotator Service Encryption Server.
ien

This Feature requires OKB on
vour hard drive,

Inskall ko

Irskall5hield

Help SMare < Back I Mexk = I Cancel

12. On the next screen, click the ‘Install’ button to begin the installation
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13. After the install is complete, click the ‘Finish’ button to close the install wizard.

i'-g‘ Modus Encryption - Installshield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Modus
Encryption, Click Finish ko exit the wizard.

= Back I Finish I Zancel

14. The Nodus DSS Configuration Utility should be automatically opened
a. If you need to open this window manually, you can find it in the Start Menu under ‘Programs ->
Nodus Technologies - Nodus Encryption - Nodus DDS Configuration Utility*.

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
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MNodus DSS Configuration Ukility

Bl noousTechnologies, Inc.

Nodus PA-DSS

1. Create database if the Moduz Encryption databaze does not exist,

[Create database

2. Configure component zettings.

— Available components

= KepEncyption Semver
£ Encryption Fotatar
" Client

<< Ghart < Back M et = Cloze

15. The ‘Client’ radio button should be the only available option from the *Available components’
section of the Nodus DSS Configuration Utility
16. Press the ‘Next >’ button

17.Type in the machine name or IP of the system hosting the Encryption Key Services in the ‘Server:’
field

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
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MNodus DSS Configuration Ukility l

Numnechnmgies, Inc.

N'Dd us PA'DSS Cliant Sattings

= ERcrypiion

— Ky server location

Server IM_I,IKE_I,IS ervel

Part {5003

<< Start ¢ Back Finizh Cloze

18. If the port used by the system hosting the Encryption Key Services is a port besides the default of
8003, change the ‘Port:’ field accordingly

19. Click the ‘Finish’ button and click ‘Yes’ when asked to launch the client tester
Confirm I

:l Do wou wank bo launch client bester?

Yes Mo

20. In the Nodus Encryption Tester window that appears, click the ‘Test’ button

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
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/" Nodus Encryption Tester _ O] =]

Encryption | Audit Lag |
E ncrypting/decrypting "D TLYEBGE" successtully. ;I

ha

21.If the message, “Encryption/decrypting “[Random Letters]” successfully” appears, close the
Nodus Encryption Tester
a. If an error appears, start from the above step #9 and confirm the server name is correct
b. If itis still not working, try using the IP of the system instead of the name
C. Make sure that port 8003 or the port is being used in the above step #18 is open on the system
hosting the Encryption Key Services
22. Close the Nodus Encryption Tester and the Nodus DSS Configuration Utility
23. Return to the main instructions and proceed to the next step | For New Installation | For Upgrade |

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
distribution outside the Client organization without prior written permission from Nodus Technologies, Inc.

Please review the Copyright Information section for more details on the use of this document. 28

Navigation: Introduction System Requirements New Installation Procedure Upgrade Procedure |




Nodus Technologies ePay Installation Guide

Transact Advantage Installation

1. lf Transact Advantage is already installed on this system, please return to the main installation
procedure and proceed to the next step. | For New Installafion | For Upgrade |

2. The user logged in for the installation must be in the Administrators group for the computer where
Nodus Transact Advantage is being installed

3. Navigate to the folder where the Transact Advantage installation file is located

4. Right click the Transact Advantage installation file and choose to run the installation file as an
administrator user

5. When the Welcome page opens, click the ‘Next >’ button

Noedus Transact Advantage - InstallShield Wizard

Welcome to the InstallShield Wizard for Nodus Transact Advantage

will install Nodus Transact Advantage on your computer. To continue,

Nodus Transact Advantage - InstallShield Wizard

License Agreement

lodus Technologies, Inc. Transact Advantage
End-User License Agreement
Important. Read Carefully. This Nodus EndUw License

not agree to the terms of this Agreement, do not install or use this
retum it to your place of purchase for & refund.

This license is not a sale. Title and copyrights to the Product remain with Nodus. -

imination license and wil avalable to Nodus,
N other medies. IN THE EVENT OF UDENSE TEHMINANON
ALL MATERIALS DATABASES, AND DOCUMENTATION MUST BE IMMEDIA
RETURNED TO Nodus at 250 West First Street, Suite 302, Claremont, C&

Install5

7. Afthe ‘Choose Destination Location’ page, leave the ‘Destination Folder’' as the default location,
or use the ‘Browse’ button to select a different location for the application files.
8. Click the ‘Next >’ button to continue.

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
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Nodus Transact Advantage - InstallShield Wizard

Choose Destination Location

install files

Setup will install Nodus Transact Advantage in the following folder.

install to this folder, click Next. To install to a different folder, click B another
folder.

InstallShizd

Nodus Transact Advantage - InstallShield Wizard
Start Copying Files

progranm fil w of change
th the settin

Nodus Transact Advantage Installation
Install Directory: C:\Program Files\Nodus\Transactédvantage

i InstallShield

10. Once the installation completes, click the ‘Finish’ button to close the installer
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Nodus Transact Advantage - InstallShield Wizard

InstallShield Wizard Complete

Setup

InstallSed

11. Return to the main instructions and proceed to the next step |For New Installation | For Upgrade |
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eStore Advantage Installation

1. If eStore Advantage is already installed on this system, please return to the main installation
procedure and proceed to the next step. | For New Installafion | For Upgrade |

2. The user logged in for the installation must be in the Administrators group for the computer where
eStore Advantage is being installed

3. Navigate to the folder where the eStore Advantage installation file is located

4. Right click the eStore Advantage installation file and choose to run the installation file as an
administrator user

5. When the Welcome page opens, click the ‘Next >’ button

Nodus eStore Advantage - InstallShield Wizard [ <]

‘Welcome to the InstallS hield Wizard for Hodus eStore Advantage

— o I

| ‘ Cancel ‘

6. Afterreviewing the license agreement, mark the ‘I accept the terms of the license agreement’
option and the click the ‘Next >’ button to accept the terms and continue

MNodus eStore Advantage - InstallShield Wizard

License Agreement
Pl

Modus Technologies, Inc. eStore Advantage Suite
Enc-Lser Licens Agieement

Impartant. Read Carefully. This Modus End-User License Agreement [Agreement] is a legal
agreement between pou and Modus Technologies, Ihe. [Nodus). for the software product
identified above (the Product), which includes computer software and may inchiude associated
media, printed materials. and online or electronic documentation. By instaling, copying,
othenwize using this Product, you agree ta be bound by the terms of this Agreement. [f you do
ot agree to the terms of this Agieement, da not install or use this Product: may, however,
return it ko your place of purchase for a refund.

This license is not a sale. Title and copyrights to the Product remain with Modus.
Unauthorized copying of the data, or falue to comply with the provisions of this License
\areement, will result in automatic termination of this license and will make available to Nodus,
a3 Modus’s licensee, other legal remedies. IN THE EVENT OF LICENSE TERMINATION,
WALL MATERIALS, DATABASES, AMD DOCUMEMTATION MUST BE IMMEDIATELY
RETURNED TO Modus at 250 WW/est First Street, Suite 302, Claremont. CA 91711,

1. Nodus hereby grants End-lUser a limited, non-exclusive, non-transferable right to use the
Froduct, subject to the use restrictions and limitations set forth in S ection 4 and Section 5

InistallShield | < Back || Nest > ‘ ‘ Cancel |

7. Afthe ‘Choose Destination Location’ page, either leave the default location or use the ‘Browse’
button to select a different location for the application files. Click ‘Next >' to continue

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
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MNodus eStore Advantage - InstallShield Wizard

Cancel

IfastetIShield [ < Back ”

8. Afthe ‘Setup Type’ page, the ‘Back Office Installation’ option should already be selected. Click
the ‘Next >’ button to proceed.

MNodus eStore Advantage - InstallShield

Setup Type

piefer.

|
Front Office Installation
Single Server Installation

InstallShield <Back ” Hext > Cancel
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Modus eStore Advantage - InstallShield Wizard

Installation Summary

Setup Type selected: Back Office
Inztall Directory: C:4Program Files (x86]4\MNodusheStoreddvantage’s

InstallShield < Back

Cancel

9. On the ‘Start Copying Files’ page, click the ‘Next >’ button to start the installation process
10. Close the two text documents that will open after this process is completed
11. Once the installation completes, click the ‘Finish’ button to close the installer

Nodus eStore Advantage - InstallShield Wizard

InstallShield Wizard Complete

Cancel

12. Return to the main instructions and proceed to the next step | For New Installafion | For Upgrade |
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Configure the Transact Service Connection

1. To configure the connection to the Dynamics GP database, open the Nodus Connection
Manager from ‘Start = Programs = Nodus Technologies = Nodus Connection Manager’

2. If this is an ePay upgrade for this system, check the ‘Setup ID’ dropdown for a Setup ID called
‘Transact Service Connection’. If this already exists, choose this connection and proceed to
validate the information in the following steps

3. If thisis a new installation on this system, enter the text ‘Transact Service Connection’ (without
quotes) in the ‘Setup ID’ dropdown list on the top.

Modus Connection Manager I _ ﬂ

I save 2K Delete & Clear 4 4 » #
Setup ID: I Transact Service Connection | j
—Connector
Conneckar: I":"'-'th':'riEENEt j
Processar: I.ﬁ.utharize.net j
iCard Class: ICredit Card j
Parameter I Yalue |A
Server, Address https:ficertification. authorize.net/gal
Gerver,Port 443 b
LoqinID
Transackionkey LI
—Installed Adapters
Adapter: eConnect Adapker j [V Activate
Parameter | Yalue |4
A dapter Profile ePay Configuration o
Generic Adapter Profile 035 Configuration
|ls2 D55 True LI
Connection String: I.ﬁ.dapter Profile=ePay Configuration; Generic Adapker F

4. Skip down to the ‘Adapter’ dropdown list, choose ‘eConnect Adapter’ option

Mark the ‘Activate’ checkbox

6. Provide the information in the ‘Value' column for the different Parameters using the following
table. If a Parameter is not included in the below table, do not change the default value.

o

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
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PARAMETER

VALUE

Adapter Profile

Enter ‘ePay Configuration’ (without quotes)

Generic Adapter
Profile

Enter ‘DSS Configuration’ (without quotes)

Use DSS Enter ‘True’ (without quotes)
If the SQL Server version of the system containing the Dynamics GP SQL Database
is SQL 2008R2, enter ‘SQLNCLITO" (without quotes)

Provider
If the SQL Server version of the system containing the Dynamics GP SQL Database
is SQL 2012 or 2014, enter ‘SQLNCLITT" (without quotes)
Enter the login name for the GP SQL User account which will be used as a service
account to access the GP databases

User ID
The SQL user must have the DYNGRP role permission for the DYNAMICS database
and the DYNGRP and db_owner roles to the GP company database.

Password Enter the password for GP SQL User account

Data Source

Enter the name of the SQL server instance for the GP databases

Initial Catalog Enter the name of the GP company database
Enter the following value based on the version of eConnect that is being used to
connect to the GP database
‘110’ for eConnect for GP 2010

eConnectVersion

‘120" for eConnect for GP 2013
‘140" for eConnect for GP 2015
‘160’ for eConnect for GP 2016

7. Click the ‘Save’ button to store the setup information
8. Close the Nodus Connection Manager
9. Return to the main instructions and proceed to the next step | For New Installation | For Upgrade |

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
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Configure the Payment Gateway Connection

1. If using the PayFabric option:
a. Loginto the desired PayFabric account
b. Click the ‘Gateway Account Profiles’ menu option in the ‘Configuration’ Section
c. If the desired payment gateway connections are already setup, proceed to the end of this
section.
d. Otherwise, click the ‘Create’ button to create a new Payment Gateway connection and
confinue to step 3
2. If using the Encryption or Tokenization Options:
a. Open the Nodus Connection Manager from ‘Start & Programs - Nodus Technologies =
Nodus Connection Manager' and continue to step 3
3. Create a name for your connection in the first available field. This value will be used as a
reference to this gateway connection.
4. Fillin the remaining fields based on the payment gateway that is being used
a. If a Gateway Account has already been setup, choose which of the supported gateways
that will be used for processing transactions.

| PayPal PayFlow Pro | USAePay | Authorize.Net | CyberSource |

| Paymentech | Moneris | Payeezy (First Data GGe4) | WorldPay |

b. If a gateway account is needed, please contact Nodus Technologies Support for
information on setting up a Gateway Account.
5. Click the ‘Save’ button to save the changes
6. If there are multiple gateway accounts that need to be setup, such as if both Credit Cards and
eChecks will be processed from this website, then repeat the steps in this section for each
gateway account
7. Return to the main instructions and proceed to the next step | For New Installafion | For Upgrade |
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ePay Advantage Installation

1. The user logged in for the installation must be in the Administrators group for the computer where
ePay Advantage is being installed

2. Navigate to the folder where the ePay Advantage installation file is located.

3. Right click the ePay Advantage installation file and choose to run the installation file as an
administrator user

4. When the Welcome screen opens, click the ‘Next >’ button to proceed

Modus ePay Advantage - Installshield Wizard x

Welcome to the InstallShield Wizard for Nodus
ePay Advantage

The InstallShield Wizard will install Modus ePay Advantage
on vour computer. To continue, click Mext.

< Back Cancel |

5. Onthe ‘License Agreement’ page, read and accept the End-User License Agreement, then click
the ‘Next >' button to proceed

Nodus ePay Advantage - Installshield Wizard

License Agreement

Flease read the following license agreement carefully.

MNodus Technologies, Inc. ePay Advantage
End-User License Agreement

Important. Read Carefully. This Nodus End-User
Limense Agreement [Agresment] is a legal agresment
hetween you and Nodus Technologies, Inc. (Nodus), for
the software product identified abowve (the Product),
which includes computer software and mway include
associated media, printed materials, and online or

¢ | accept the terms of the license agreement: Erirt |

| do not accept the terms of the license agreement

ImztallShield

< Back | Mest » I Cancel |
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6. On the ‘lIS Destination Selection’ page, choose to install ePay as a new website or under an
existing website.

a. If you want your website as its own standalone website with its own port and URL, the likely
choice is ‘Install as a new website’

b. If you want ePay to be under an existing website on this system then the likely choice is to
‘Install as a new virtual directory under’. For example, If there is already a website, such as
‘http://www.YourCompany.com’, ePay will be installed under it so the web address will
become ‘http://www.YourCompany.com/ePay/'. Please be aware if you use this option
there is a chance ePay will inherit behaviors from the parent website it is under which may
result in the site not displaying correctly.

Nodus ePay Advantage - Installshield Wizard x|

115 Destination Selection

Inztall az a new website or virttual directory I\‘h

% |nztall a3 a new website

" Install as a new virtual directory under: [ Dsfaul weh Site j

[metallShield

< Back | Meut » I Cancel |

7. After you select your decision, use the ‘Next >' button to proceed to the ‘Site Information
Collection’ page
8. If you chose the ‘Install as a new website’ option on the ‘lIS Destination Selection’ page:
a. Then provide the name you would like to use for the website in the ‘Site Name' field.
b. Choose the desired port you would like your website to run on in the ‘Port’ field, please
make sure this port is not being used by other applications in your environment.
9. If you chose the ‘Install as a new virtual directory under’ opfion on the ‘lIS Destination Selection’
page:
a. Provide the name you would like to use for your website in the ‘Virtual directory alias’ field.
This will be the name that will appear in the web address after the slash character.
10. In the ‘Registration Key' field enter the Registration key for ePay Advantage. If this key is not
available, please contact Nodus Technologies support to obtain this key.

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
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Modus ePay Advantage - InstallShield Wizard
Site Information Collection “ ]
Enter related information for this website. I‘-M
Site name: Part:
I fg0

Fiegistration key:

| ristallShield

< Back I THewt I Cancel |

11. Use the ‘Next >’ button to proceed to the ‘Choose Destination Location’ page
12. The default location for the ePay website files will be displayed on this page. If there is a need to
change this location, use the ‘Change...’ button to change the website file installation folder.

Nodus ePay Advantage - Installshield Wizard [ x|
Choosze Destination Location ﬂ ]

Select folder where setup will install files. | \. 3

@ Inztall Hoduz ePay Advantage to:
C:%Program Files\Modus!ePaphePay Change... |

Irstall=hield

< Back

Caticel |

13. Use the ‘Next >’ button to proceed to the ‘Database Server’ page

14.In the ‘Database server that you are installing to’ field, enter the SQL Server Instance name or IP
where the ePay database will reside.

15. Choose the ‘SQL Server Authentication...’ option

16.1n the ‘Login ID' and ‘Password’ fields, supply the ‘ePay SQL User’ login ID and password
credentials to access the SQL instance. The ‘ePay SQL User’ user must have the dbcreator server
role on the SQL server to create the new database, and the user will become a service account
to be used by the ePay site to access the database.

17.1n the ‘Name of database catalog’ field, enter a name for the new database to be used by the
ePay website.

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
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If an ePay upgrade is being performed, then please direct ePay to a new database even if
a database already exists or an error will occur during the installation.

Nodus ePay Advantage - InstallShield Wizard x

Database Server
Select databaze server and authentication method. |

a.

Databaze zerver that you are installing to:
I[IDcaI] j Browse. .. |

Connect using:
 windows authentication
¥ SOL Server authentication using the Login 1D and password below

Login ID: Isa

Pazaward: I

Mame of database catalog:
ePay_ePap Browse. . |
< Back | Mest » I Cahcel |

ImstalShield

18. Press the ‘Next >’ button to proceed to the ‘Ready to Install the Program’ page. The connection

to the SQL server will be tested at this fime.

Nodus ePay Advantage - InstallShield Wizard E3

Ready to Install the Program

The wizard is ready to begin inztallation. l h

Click Install to begin the installation.

If you want to review or chanage any of yaur installation settings, click Back. Click Cancel to exit

the wizard.

|rstallShield

¢ Back

19. On the ‘Ready to Install the Program’ page opens, click the ‘Install’ button to proceed with the

deployment
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Modus ePay Advantage - InstallShield Wizard

InstallShield Wizard Complete

The InstallShield Wizard has succezzfully installed Moduz eFPay
Advantage. Click Finizh to exit the wizard.

< Back Cancel |

20. The installation will proceed and the ‘InstallShield Wizard Complete’ page will be displayed. Click
the ‘Finish’ button to close the installer

21.To browse the newly installed website, open the lIS Manager by opening the ‘Run’ window from
the Start Menu and typing “Inetmgr”. Then click the ‘OK’ button to open the IIS Manager.

22. Expand the server information and the ‘Sites’ folder using the ‘+' icons to locate the installed
website

23. Right click the website, navigate to the ‘Manage Web Site’ option and choose the ‘Browse’
Option

Connections
=TT qi’ DAVID Home
-5 Start Page : i
195 DAYID (DAVIDYAdministratar) it " B - sh
-5 Application Poals ASP.NET
H-[a| Sites
- Default web Site i= {"Ei.}
.. EF'EI':." %_ Q\\\-ﬁ:f A
@. ePay| ()  Explore MET MET Errar
‘@' ePay Edit Permissions. .. Complation e o

- es35 . S
£ add Application... al'Jl iﬁ? [
o

&dd Wirkual Directory, . Connection  Machine Eey  Pa
Strings iZ
Edit Bindings. ..
Pt
| Manage ‘Web Site 3 | =% Restart
i3 Refresh Start
XK Remove @ Stop

Renarme Browse

Advanced Settings. ..

T T =T

(72 Switch ko Content Yiew

==l
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24. The website login screen should then open in the web browser

N NODUS Technologies, Inc.

Online Bill Presentment and Payment

Login to ePay

User Name | m|

Password m

Forgot your user name?
Forgot your password?

POWERED BY NODUS

25. Log into the website as an administrative user using the following credentials
User Name: admin
Password: password

26. Once logged in, the system will require the password be reset

27. Enter ‘password’ in the ‘Current Password’ field

Current Password: password
New Password: sssssssssssas

Confirm Mew Password: sssssssssssss

28.In the ‘New Password’ and ‘Confirm New Password’ fields, enter the new password for the ‘admin’
user.

29. Please document this password for future use on the website

30. Once completed, click the ‘Save’ button

31. Return to the main instructions and proceed to the next step | For New Installation | For Upgrade |
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Upgrade ePay Advantage

1. Locate the backup copy of the ePay Advantage Sitefiles
a. If this backup copy does not exist, please create a backup copy of the ePay Advantage
Sitefiles before proceeding

2. The user logged in for the installation must be in the Administrators group for the computer where
ePay Advantage is being installed

3. Navigate to the folder where the ePay Advantage installation file is located.

4. Right click the ePay Advantage installation file and choose to run the installation file as an
administrator user

5. If this server contains an existing installation of the ePay website the ‘Existing Installed Instances
Detected’ page should be displayed.

Modus ePay Advantage - Installshield Yizard M =]
Exizting Installed Instances Detected ‘ '
Select the appropriate application instance b0 maintain or update. l h

Setup has detected one or more instances of this application already installed on your spstem. viou
zah maintain or update an exizting instance or install a completely new instance.

™ Inztall a new instance of thiz application.

% Maintain or update the instance of this application zelected I:nelu:nw:l

Digplay Mame | Inztall Location

Moduz ePay Advantage [ePay] C:MProgram Files [x861%WHodusheFPavhePay

1| | &
| etall5hield

¢ Back | M et = I Canicel |

a. If the ePay Web Server does NOT contain an existing installation of the ePay website, the
Welcome screen should be displayed instead. In this case, proceed with installing a new
instance of ePay Advantage using the following link. Install ePay Advantage

6. Choose the option ‘Maintain or update the instance of this application selected below:’ option
and then select the desired ePay instance to upgrade

7. Once the correct ePay instance has been selected, click the ‘Next >’ button to proceed to the
‘Preparing Setup’ page.

8. The 'Preparing Setup’ page will take a few seconds to prepare the installation and display the
‘Welcome’ page

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
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9. The ‘Repair’ option should already be selected. With this option selected, click the ‘Next >’ button
to proceed with deploying the upgraded ‘Sitefiles’ to the website.

a. This process will overwrite many of the existing website files, ensure the backup copy of the
website files is secured before clicking the ‘Next >' button.

Modus ePay Advantage - InstallShield Wizard
Welcome

Repair or remove the program.

Wwelzome to the Modus ePay Advantage Setup Maintenance program. This program lets you
maodify the current installation. Chick one of the options below,

i+ Repair

ﬁ Reinztall all pragram features installed by the previous setup.

" Remowve

@ Remove all installed features.

[ ratallS hield

¢ Back | et = I Cancel |

10. Once the deployment is completed, click the ‘Finish’ button to close the installer file.
11. Return to the main instructions and proceed to the next step | For Upgrade |
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Migrate the ePay Advantage Sitefiles

1. Locate both the backup copy of the website ‘Sitefiles’ folder and the upgraded ‘Sitefiles’ folder.
2. If the system the ePay website is installed on is the same system as prior to the upgrade, proceed

with the following steps a and b.

a. Copy the file ‘db.config’ from the backup folder to the updated folder. Overwrite the
existing file.

. SiteFiles - Copy

M [=] EIY I sitcFiles

—

_—
i\ )"\ ) | . = eFay - Sitefile... -

v &3 [ searchsi.. @.\_)ﬂ _ ~ ePay - SiteFiles ~

Qrganize - MjOpen

i Favorites
Bl Deskkop
4 Downloads
| Recent Places

[ S

- @ I Search S5i

*  MNew folder

= - m '@' Crganize

- Mame ~

|:] CustomerLookup, aspx

|| Customization . config

|| db.config.bkup

*  Includein library +

Mame =

= ~ 0 @
[0el

|| CustarnizationUrl, config
| db.config

|E] Defaulk, aspsx

|E] DepositPay.aspx

2f
9
=
50

b. Copy the file Nodus.lic from the backup folder to the updated folder.
3. If the system the ePay website is installed on is a new system, proceed with steps a through e in
the next section
a. Inthe ‘Sitefiles’ folder, open the ‘db.config’ file in Notepad
b. Replace all the text in this file with the text in the below box

<connectionStrings>

<clear />

<add name='DatabaseConnection' connectionString='Data
Source=SQLSERVER;Initial Catalog=DATABASENAME;User
ID=USERNAME;Password=PASSWORD;'
providerName='System.Data.SglClient' />
</connectionStrings>

c. Modify the following text to match location for the ePay database

Text to Replace

Value

The name or IP of the SQL instance where the ePay SQL Database is located,

SQLSERVER . . .

= make sure to include the SQL server instance name is necessary.
DATABASENAME | The name of the original ePay SQL database
USERNAME The name of the ePay SQL user who has the db_owner permission to the

ePay database
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PASSWORD The password for the ePay SQL user

d. Save the changes to the db.config file
e. Recycle the application pool for the ePay website
4. Any changes to individual files will need to be migrated from the backup folder to the new
sitefiles. For most of these changes, it would be best to review each modified file individually and
apply the modification directly in the file rather than overwriting any of the new existing files in the
updated ‘Sitefiles’ folder.
a. These changes could include:
i. Modifications to the ‘<appSettings>' section of the web.config file
i. Theme modifications in the ‘App_Themes' folder
ii. Image files in the ‘App_Themes\[WebsiteTheme]\Images' folder
iv. Other changes added to any of the other website files
5. lf the ePay website was installed on a new system and either the Tokenization or Encryption
Option is in use, proceed to Configure the Payment Gateway Configuration
6. If the ePay website was upgraded on the same system as prior to the upgrade or the PayFabric
option is in use, return to the main instructions and proceed to the next step | For Upgrade |
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Nodus Synchronizer Installation and Configuration

1. The user logged in for the installation must be in the Administrators group for the computer where

Nodus Synchronizer is being installed.

2. Run the Nodus Synchronizer installation file
|,_¥ Nodus Synchronizer - InstallShield Wizard E3

Welcome to the InstallShield Wizard for Nodus
Synchronizer

The InstallShield(R) Wizard will install Nodus Synchronizer on
your computer. To continue, click Next,

WARNING: This program 1s protectea by copyright law and
international treaties,

3. When the ‘Welcome...’ page opens, click the ‘Next >’ to proceed to the ‘License Agreement’

page
4. Afterreviewing the license agreement, mark the ‘| accept the terms in the license agreement’

option to accept the terms.
5. Click the ‘Next >’ button to proceed to the ‘Destination Folder’' page.

{2 Nodus Synchronizer - InstallShield Wizard

License Agreement
Please read the following icense agreement carefully,

lNodus Technologies, Inc. Nodus Synchronizer ﬂ
End-User License Agreement

Important. Read Carefully. This Nodus End-User License
Agreement (Agreement) is a legal agreement between you

and Nodus Technologies, Inc. (Nodus), for the software
product identified above (the Product), which includes
computer software and may include associated media,

printed materials, and online or electronic :J

A bhmwrrd mm v A

B e e N Dwr swmtal)svee .S e

(% 1 accept the terms in the license agreement. &J
(" 1do not accept the terms in the license agresment

< Back l Mext > I Cancel |
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”%; Nodus Synchronizer - InstallShield Wizard

\
l }estm- m‘ FM X

Click Mext to install to this folder, or click Change to install ko a different folder.

- Install Nodus Synchronizer to:
we C:\Program Fes\Nodus\Synchronizer\ Change... |

AL A0

i Cancel I

6. The default installation folder for these files should be displayed on the screen. If you would like to
change the installation folder for the installation files, click the ‘Change’ button and browse to the
desired location.

7. After ensuring the installation path is correct, click the ‘Next >’ button to be taken to the ‘Ready to
Install the Program’ page

8. When the ‘Ready to Install the Program’ screen opens, click the ‘Install’ button to start the
installation process

{2 Nodus Synchronizer - InstallShield Wizard

Ready to Install the Program \
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard.
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,‘:'? Nodus Synchronizer - InstallShield Wizard [ X] I

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Nodus
Synchronizer. Click Finish to exit the wizard,

Garice] I

9. Once the installation is completed, click the ‘Finish’ button to close the installer.

Nodus Synchronizer Configuration

1. Open the Nodus Synchronizer Configuration window by navigating to ‘Start - Programs - Nodus
Technologies - Nodus Synchronizer > Nodus Synchronizer Configuration’

/ NodusSynchronizer Synchronizer
‘Fle~ Help~ » B Stopped SetuplD: Transact Service Connection @Reﬁosh

ComectionSohpo I Databaze Setup el[ Syric Type Setup \‘) Siom Setup OJ Import @

Store : .| Toal | WebService | BackOific
Mame ’ Synchronizers PreQueuved ‘ Queved In Transit Enoes Enors Enois

Not Installed. Chck on Database Setup and Instal Group 'Required Objects’.

2. Click the ‘Database Setup’ button to open the ‘Database Setup’ window.
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| Statues ReadyForlnstal

- || Mame Syncllass

Uninstaled

— Import/Export

- Diata will be impoited lrom of expoited ko "SyncB ackupSOLSenpt. =gl which locates i the same falder of pour simc application

I rgcat | i Expont
Import zync tables and itz configurations from file Export spnc tables and its configurations to e
— Database Objects
Harme | Table | Statues =

PR 1odusSyneClasses ModusSyncClasses Uninstalied

,-"\' NodusStores ModusStare: Uirinstaliad

,.J.! NoduzSynchionizers ModusSynchionizens rirstalked ]

3. Under ‘Database Object Groups’ section, click the yellow plus sign in the upper left corner to load
the database objects for the Nodus Synchronizer into the GP database.

4. This will take a small amount of fime to complete. Once it is completed, the values in the ‘Status’
column in the ‘Database Objects’ section will change from Uninstalled to Installed.

5. Close the ‘Database Setup’ window using the ‘X’ button in the upper right corner of the window

6. Backin the Synchronizer window, click the ‘Store Setup’ button to open the ‘Store Setup’ window

V/ NodusSynchronizer_Synchronizer_PF P[]
P Fle » Help + | » W | Stopped | SetupID: Transact Service Connection PF E]Refresh |
Conmection Setup @ D atabaze Setup @ Sync Type Setup @ Store Setup 6 Impart 6
at‘;::-rnee ‘ Synchronizers | PrefQueued ‘ [ueued In Tranzit Eﬁt;ls E«:{eoferwce Eﬁgiﬂfflce | Others
Connected,

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
distribution outside the Client organization without prior written permission from Nodus Technologies, Inc.

Please review the Copyright Information section for more details on the use of this document. 51

Navigation: Introduction System Requirements New Installation Procedure Upgrade Procedure |




Nodus Technologies ePay Installation Guide

/" Store Setup |- [O] =]
| Storehlame |: e [l Save and Close | < Hew Store

Stare |0 |

Stare Mame: |

Adapter Profile: |

‘e Service Lt |

Test ()| Symchiorizers ()

7. Inthe ‘Store Setup’ click the ‘New Store’ button to begin setting up the connection to the ePay
website.
8. After clicking the ‘New Store’ button the fields in this window will be populated

/" Store Setup _ (O] x|
|l |5l Save and Clase b Mew Store 3% Delete
. Store |0 I|:|5cff|:|az-b2UU-43fa-5?5?-?241 29a3ed03
Store Name: INew Stare

Adapter Profile; IS_l,lnc Configuration

Web Service il Ihttp:a’flocalhostMebSewices.f'lmpnltServices.asmH

Test 0 Synchronizers 0

9. Fillin the fields in this window using the information from the following table

FIELD ENTRY
Store ID This should be automatically populated.
Store Name Enter the store name that is relevant for the welbsite

Adapter Profile Leave this field as ‘Sync Configuration’

Replace the ‘http://localhost’ with the ePay Website Address.
Leave the section ‘/WebServices/ImportServices.asmx’ the same.
Web Service URL | (Example: https://myServer:Port/Webservices/ImportServices.asmx )

**If the ePay Website Address is ever changed, then this field should
be updated accordingly.

10. Click the ‘Test’ button to verify the ‘ePay Website Url’ is correct and accessible from the system
running the Integration Services.

11.1f the test is successful, a message will be displayed that will say the Web Service URL is correct.

12. Click the ‘Synchronizers’ button to open the ‘Synchronizers’ window
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0 =101 X
SyncClass o o Save &Close < Add ~ l Delete 3 Tester
Sync Class [
Enabled B
Page See 50 =
Check for New Updates Every | 1000 =4 Miliseconds
Re-Sync Enors After 30000 = Miliseconds
More Options ()| | Fiteing Options Ql

13. Using the ‘Add’ button, select the following Sync Classes using the table below based on the
ePay modules purchased.
a. If you do not know which modules were purchased for ePay Advantage, log into the ePay
website as an administrator user and browse to ‘Reports 2 System Information Report’
page from the top menu to see the modules purchased.

Module Sync Classes

e CashReceiptWork
¢ InvoiceHistory

Online Bill Pay, Recurring Payments, e InvoiceWork

and/or Installment Payments e InvoicesReturns
e PaymentHist
e PaymentWork

. .. Inventoryltem
R [ *
ecurring Invoicing . TaxDeldi

¢ Inventoryltem
e OrderHist
eSOP Advantage e OrderWork
e TaxDetall
All Modules (Use the following sync e Customer
classes for all modules) e Salesperson
If using the Encryption Option e CustomerWallet_DSS
If using the Tokenization Option e CustomerWallet Token

14. Click the ‘Save and Close’ button on the ‘Synchronizers’ window to save changes and return to
the ‘Store Setup’ window

15. Click the ‘Save and Close’ button on the ‘Store Setup’ window to save changes and return to the
main Synchronizer window
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16. Click the ‘Refresh’ button to see the synchronizer classes load into the main Synchronizer page.

,,’ ModusSynchronizer_Synchronizer

iBle - Hedp -~ | W | Running | Sstupll: Transact Servics Connection (2] Refrash

Connection Setp () | | Datsbase Setup ()| Sy Type Sehup ()| | StoeSetp () | Impost @

am | Snchoorizers | Preueued | Queusd | InTransk E:ﬁi Eﬂnﬁm Eﬁf"“ Dthess =
ePay Irrvaicew cnk, ] i 0 1 ] ] ]

eFay DrdeHist I ] [1] 1] I ] ]

eFa Oirdeswork 1] 0 0 ] ] ] 0 =
&P PapmeriHist ] 0 0 ] 0 ] 0

eFap Papmeniwiork ] 0 0 ] 0 ] 0

eFa SalesPerzon 0 0 0 ] ] ] 0 v
Conneacted. ]

17.1f there is any reason to filter data going to the ePay site such as limiting ePay to only have data
from certain customer classes or to filter data from a specific date range, please take the time to
setup a Nodus Synchronizer filter. If you would like information on setting up a filter in the Nodus
Synchronizer, please contact the Nodus Technologies Support.

18. After the filter is setup or if there is no need to set a filter, then click the ‘Import’ button to open the
‘Import’ window

19. In this window, push the ‘Import All' button to begin the import process for all the necessary GP
data for ePay.

/Impnrt - |00] =
'

- Click, Impaort &1 to tigger import of all records

Cuztaner - Toimport zelective Spnchronizers, select the
synchronizes from the list then click Import Selections

Cuztameryallet_. . to brigger import,

Irventaryltenm

IhwvoiceHistory —

Ireeoiceiw ok

OrderHist Import Al @ Impork Selectiuns@

Orderwiork, s

20. Click the ‘OK" option at the prompt to begin the trigger for the mass import process.

21. 1t may take some time, but once the trigger is completed, a prompt will let you know that the
process was successful. Click the '‘OK’ button in the prompt to be returned to the main
Synchronizer page.

22. Click the Play button () to start the Synchronizer

a. If you receive an error at this fime, please Close the Synchronizer and right click the ‘Nodus
Synchronizer Configuration’ shortcut (Start & Programs = Nodus Technologies - Nodus
Synchronizer) and choose ‘Run as Administrator’ to be allow the access to start the
Synchronizer service.

23. If you push the ‘Refresh’ button, you should see the data migrating fo the site.

CONFIDENTIALITY NOTICE | The information contained in this document is confidential and proprietary. This document is to be used with the understanding that it will
be held in strict confidence and not used for reasons unrelated directly to the purpose of this document. No part of the document may be circulated or reproduced for
distribution outside the Client organization without prior written permission from Nodus Technologies, Inc.

Please review the Copyright Information section for more details on the use of this document. 54

Navigation: Introduction System Requirements New Installation Procedure Upgrade Procedure |




Nodus Technologies ePay Installation Guide

a. Please be aware that the Synchronizer Classes related to Invoices, Payments or Orders, will
show many errors during this initial import process. These errors will clean themselves up
over fime.

24. The Synchronizer setup is now complete, the data will migrate for the next few hours or days
based on the database volume.
25. Return to the main instructions and proceed to the next step | For New Installation | For Upgrade |
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Configure ePay Advantage

After installing ePay Advantage, the following configuration steps are required in order for the site to
function properly.

1. Open aninternet browser and navigate to the ePay website. From the menu bar at the top of the
page, browse to ‘Settings - Back Office Settings’ to open the ‘Back Office Settings’ page
Back Office Settings

Configuration settings for integration between ePay & Dynamics GP Back Office

 Back Office | Customer Options | Payment Options | Card Name Mapping

Setup integration settings for ePay

Back Office Connection: http://BackOfficefTransactSenvice_2.0§ TransactSer -1?'
Store ID:  O0O000000-0000-0000-0000-000000000000 RESET -Z?'
Functional Currency: Z-USS Import Functional Currency]

#ISubmit Documents to Back Office in Real Time

2. In the ‘Back Office Connection’ field, enter the web address for the Transact Service website. This
was automatically created during the eStore Advantage Back Office installation. This needs to be
an address that can be browsed from the system hosting the ePay Website.

a. Replace the ‘BackOffice’ text in this field with the URL for the eStore Advantage Back
Office web service

i. Typically, replacing the ‘BackOffice’ text in this field to name or IP of the system
hosting the Integration Services should be sufficient as long as the port is open.

b. Change the ‘2’ in the web address to a ‘3.

i. An example of what it would be when completed is:
‘hitp://ApplicationServerName/TransactService_3.0/TransactService.asmx’

c. To verify this is a valid connection, copy the web address in this field and browse to this
website from the system hosting the ePay Website. If it is functional, a page with
‘TransactService’ at the top of the page will be shown. If this is not working, check with the
network administrator to verify the necessary ports are open for this connection to be
made.

3. Click the ‘Save’ button in the lower right corner to save the changes.

4. After the changes are saved, click the ‘Import Functional Currency’ link and the Functional
Currency from Dynamics GP should load into the ‘Functional Currency’ field

5. From the menu bar at the top of the page, browse to ‘Reports -> System Information’ to open the
‘System Information’ page

6. Check the values in the ‘Nodus Services’ section to verify the system is properly running

a. The ‘Encryption Service’ should display ‘DSS Encryption — Working' or ‘Legacy Encryption —
Working' based on the Credit Card Storage Options

b. The ‘Transact Service' should display ‘Working’
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MODUS SERVICES

Encryption Service: DS5 Encryption - Working

Transact Service: Working.

10.

1.

After confirming all the services are running, go to the top menu and browse to ‘Settings -> Site
Settings’ to open the site settings page

Navigate to the ‘Transaction Processing Options’ tab.

If the Payfabric Option is in use, please proceed to Configure the PayFabric Connection.
Otherwise, please continue with the following steps.

If the website is to accept Credit Cards as a payment option, choose Setup ID in the ‘Credit Card
Setup ID:' dropdown for the Setup ID that will be used for processing credit cards for this website.
If a ‘Credit Card Setup ID' was chosen, mark the ‘Accept Credit Cards’ checkbox

Site Settings

Global configuration settings for ePay website

Company Information | Transaction Processing Options | Content Management | Email Setup | Payment Scheduler Options | Landing Page Options

Options to enable /disable credit card/eCheck payment processing

Credit Card Setup ID: |PayFlowPro v
Accept Credit Cards: &
AVS Enabled:
CVV2 Required:

eCheck Setup ID: |USAePayeC ¥

666666

Accept eCheck: ¥

12.

13.
14.
15.

If the website is to accept eChecks as a payment option, choose the Setup ID in the ‘eCheck

Setup ID’' dropdown for the Setup ID that will be used for processing eCheck for this website.

If an ‘eCheck Setup ID’ was chosen, mark the ‘Accept eCheck’ checkbox.

Click the ‘Save’ button in the lower right corner to save the changes.

At this point in the installation, only the necessary settings for the website to be functional have

been configured. Please use the ‘Configuration Checklist’ in the main menu to complete the

remaining configuration.

a. If assistance is needed for this configuration, please refer to the ‘ePay Advantage User’s

Guide’ for assistance. The guide can be accessed from the top menu under
‘Documentation = ePay User’'s Guide'’

If needed, use the following links to return to the main instructions
| For New Installation | For Upgrade |
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Configure the PayFabric Connection

roODd -

oS 00 Noo

18.

Log into the desired PayFabric account that is to be connected to the ePay website

In the ‘DEV Central’ section of the left menu, select the ‘Themes’ option

Click the ‘Create New +' button and enter a name that would be relevant to the ePay website
Click the below link to obtain the CSS code for the ePay device
http://www.nodus.com/Downloads/PayFabric/Themes/ePay/ePayPF CSS 2.0.txt

Copy all the text from the page

Browse back to the PayFabric page and paste the copied text into the ‘Custom.css’ field
Click the ‘Save’ button to save the changes to the theme.

In the ‘DEV Central’ section of the left menu, select the ‘Devices’ option

Click the ‘Generate’ option to present the fields for creating a Device

. Populate the ‘Device Name' field with a value that would be relevant to the ePay website
. Populate the ‘Password’ and the ‘Confirm Password’ fields with a secure password. Please take

note of this password as it will be used again shortly.

. Click the ‘Confirm’ button to generate the device.
13.
4.
15.
16.
17.

Take note of the ‘Device ID' as it will be used shortly.

In the Device List, click the Shirt icon in the ‘Default Theme' column for the newly created device
Select the Theme name for the theme that was created in the above steps

Click the ‘Confirm’ button to save changes.

Log into the ePay website as an administrator user and browse to the ‘Transaction Processing
Options’ tab of the ‘Site Seltings’ page

. .
Site Settings
Global configuration settings for ePay website
Company Information || Transaction Processing Options | Content Management || Email Setup | Payment Scheduler Options | Landing Page Options
Options to enable/disable credit card/eCheck payment processing
PayFabric Hosted Page URL: |https://sandbox payfabric.com/v2/web ?.
PayFabric APl URL: |https:/f=andbox payfabric com /v rest/ running ?.
PayFabric Device ID: 0DO0OCOCC-000C-0000-0000-000000000000 ?.
PayFabric Device Password: |(esesssss ?-
Credit Card Setup ID: | PayFlowPro Test T ?-
Credit Card Transaction Type: |Sale A ?-
Accept Credit Cards: & ?-
eCheck Setup ID: | USAePay eCheck r ?-
Accept eCheck: & ?-

Use the information from the below table to populate the fields on this page.
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Field Value
If the PayFabric account login page is
https://www.payfabric.com/Portal/Account
For Test Transactions: https://sandbox.payfabric.com/Payment/web
PayFabric For Live Transactions: https://www.payfabric.com/Payment/web

Hosted Page URL

If the PayFabric account login page is
https://www.payfabric.com/WebSSO/logon

For Test Transactions: https://sandbox.payfabric.com/v2/web/
For Live Transactions: https://www.payfabric.com/v2/web/

PayFabric
Service Address

If the PayFabric account login page is
https://www.payfabric.com/Portal/Account

For Test Transactions: https://sandbox.payfabric.com/Payment/
For Live Transactions: https://www.payfabric.com/Payment/

If the PayFabric account login page is
https://www.payfabric.com/WebSSO/logon

For Test Transactions: http://sandbox.payfabric.com/v2/rest/
For Live Transactions: http://www.payfabric.com/v2/rest/

PayFabri

oy‘o ne Enter the Device ID generated from PayFabric for the ePay website
Device ID
PayFabric Enter the Password that was provided when generating the Device on

Device Password

PayFabric for the ePay website.

This should automatically populate with the configured Gateway Account
Profile from PayFabric. Select the desired Gateway Account Profile for

Credit Card processing Credit Cards with the ePay website.
Setup ID
If this field is not populating, please ensure that the PayFabric API URL, the
Device ID and password are correct.
A f dit . . . . .
Cz(r:cjsp Credi If Credit Card transactions are to be accepted on this website, mark this box

eCheck Setup ID

This should automatically populate with the configured Gateway Account
Profile from PayFabric. Select the desired Gateway Account Profile for
processing eChecks with the ePay website.
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If this field is not populating, please ensure that the PayFabric API URL, the
Device ID and password are correct.

Accept eCheck | If eCheck transactions are to be accepted on this welbsite, mark this box

19. Click the ‘Save’ button in the lower right corner to save the changes.

20. At this point in the installation, only the necessary settings for the website to be functional have
been configured. Please use the ‘Configuration Checklist’ in the main menu to complete the
remaining configuration.

a. If assistance is needed for this configuration, please refer to the ‘ePay Advantage User’s
Guide’ for assistance.

If needed, use the following links return to the main instructions
| For New Installation | For Upgrade |
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PayPal PayFlowPro Gateway Configuration

Configure the Gateway Account Profile using the following information. Fields not mentioned here
are not required for the minimum configuration.

Field Value
Connector PayFlowPro
Choose the Credit Card Processor that the PayPal PayFlowPro
Processor .
account is connected to
Choose ‘Credit’ for Credit Card Transactions
Card Class
Choose ‘Check’ for eCheck Transactions
Server Address For Test Transactions: https://pilot-payflowpro.paypal.com

For Live Transactions: https://payflowpro.paypal.com

This is the partner that setup the PayFlowPro account. This is the
Partner same as the ‘Partner’ field used to log into
https://manager.paypal.com

This is the ‘Merchant Login’ used to identify the PayFlowPro
Vendor account. This is the same as the ‘Merchant Login’ used to log into
https://manager.paypal.com

The PayFlowPro account may utilize a User when logging into
https://manager.paypal.com. If no ‘User’ is used when logging

UserlD into the PayPal Manager, fill in this field with the same value as

the ‘Vendor’ field.

This is the password associated with the ‘User’ or ‘Merchant Login’
Password .

to log into https://manager.paypal.com.

If using the Tokenization Option, set this field to ‘True’. Otherwise,
UseToken

leave it as false.

After the configuration is completed, return to Configure the Payment Gateway Connection.
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USAePay Gateway Configuration

Configure the Gateway Account Profile using the following information. Fields not mentioned here
are not required for the minimum configuration.

Field Value
Connector USAePay
Processor USAePay

Choose 'Credit’ for Credit Card Transactions

Card Class
Choose ‘Check’ for eCheck Transactions
Server Address I?u’r Test or Live in ThIS.er|d if this Setup id being used for a test or
live account respectively
Server.Port 443
This is the Source Key that is obtained from the settings of the
SourceKey
USAePay gateway
For a Test Source Key, set this value to ‘True’
TestMode

For a Live Source Key, set this value to ‘False’

After the configuration is completed, return to Configure the Payment Gateway Connection.
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Authorize .Net Gateway Configuration

Configure the Gateway Account Profile using the following information. Fields not mentioned here
are not required for the minimum configuration.

Field Value
Connector Authorize.Net
Processor Authorize.Net
Choose 'Credit’ for Credit Card Transactions
Card Class
Choose ‘eCheck’ for eCheck Transactions
For Test Transactions:
Server Address h’r’rps'://secure.ogfhorlze.neT/goTewoy/Tronsoc’r.dll
For Live Transactions:
https://test.authorize.net/gateway/transact.dll
Port 443
LoginiD This is the login id used for the Authorize.net account
. This key can be obtained from the Authorize Net Gateway.
TransactionKey . . .
Contact the Authorize.net gateway provider for more details.
For a test fransactions, set this value to ‘True’
TestMode
For a live tfransactions, set this value to ‘False’
If using the Tokenization Option, set this field to ‘True’. Otherwise,
UseToken ’
leave it as false.

After the configuration is completed, return to Configure the Payment Gateway Connection.
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CyberSource Gateway Configuration

Configure the Gateway Account Profile using the following information. Fields not mentioned here
are not required for the minimum configuration.

Field Value
Connector Cybersource
Choose the Credit Card Processor that the Cybersource account
Processor .
is connected fo
Card Class Credit
For Test Transactions: ics2test.ic3.com
Server.Address . . .
For Live Transactions: Ics2.ic3.com
MerchantiD This is the merchant ID for the Cybersource account

To use the Cybersource Gateway, it is necessary to obtain the secure CyberSource Keys from the
Cybersource eCert Application. Contact the CyberSource partner for more information on obtaining
these keys. Once the keys are obtained, they should be placed in the following folder:

C:\Program Files (x86)\Common Files\Nodus\CyberSource\keys

After the configuration is completed, return to Configure the Payment Gateway Connection.
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Paymentech Orbital Gateway Configuration

Configure the Gateway Account Profile using the following information. Fields not mentioned here
are not required for the minimum configuration.

Field Value
Connector Paymentech
Processor Paymentech
Choose ‘Credit’ for Credit Card Transactions
Card Class
Choose ‘Check’ for eCheck Transactions
For Test Transactions: Orbitalvarl.chasepaymentech.net
Server.Address . . .
For Live Transactions: Orbitall.chasepaymentech.net
Port 443
MerchantiD This is the Merchant identifier used for the Paymentech Account
This is the typically 6 digit bin number associated with the
BIN
Paymentech Account
. This is the identifier for the Terminal ID used with the Paymentech
TerminallD
Account
If using the Tokenization Option, set this field to ‘True’. Otherwise,
UseToken .
leave it as false.

When using the Paymentech Gateway it is important to make sure that the Web Server's external IP
has been registered with Paymentech for the specified account before processing tfransactions.

After the configuration is completed, return to Configure the Payment Gateway Connection.
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Moneris Gateway Configuration

Configure the Gateway Account Profile using the following information. Fields not mentioned here
are not required for the minimum configuration.

Field Valve
Connector Moneris
Processor Moneris
Card Class Credit

For Test Transactions:
https://esqga.moneris.com:43924/gateway?2/servliet/MpgRequest

Server.Address . .
For Live Transactions:
https://www3.moneris.com:43924/gateway?2/servliet/MpgRequest
Server.Port 43924
StorelD This is the Store identifier obtained from Moneris
APIToken This is the API Token value obtained from Moneris

After the configuration is completed, return to Configure the Payment Gateway Connection.
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Payeezy (First Data GGe4) Gateway
Configuration

Configure the Gateway Account Profile using the following information. Fields not mentioned here
are not required for the minimum configuration.

To obtain most of this information, log into the gateway account, browse to ‘Terminals’ and select
the desired Terminal associated to the desired merchant account.

Field Valve
Connector FirstDataGGe4
Processor First Data GGe4
Card Class Credit
Server.Url https://api.demo.globalgatewaye4.firstdata.com/transaction/v12

‘Key ID’" associated to the Terminal for the Payeezy account. This
APIKeyID value is located under the ‘APl Access’ tab after selecting the
terminal.

‘Hmac key’ identifier associated to the Terminal for the Payeezy
HMACKey account. This value is generated under the ‘APl Access’ tab after
selecting the terminal.

‘Gateway ID’ associated to the Terminal for the Payeezy
GatewaylD account. This value is located under the ‘Details’ tab after
selecting the terminal.

‘Password’ associated to the Terminal for the Payeezy account.
GatewayPassword | This value is generated under the ‘Details’ tab after selecting the
terminal.

After the configuration is completed, return to Configure the Payment Gateway Connection.
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WorldPay Gateway Configuration

Configure the Gateway Account Profile using the following information. Fields not mentioned here
are not required for the minimum configuration.

Field Valuve
Connector WorldPay
Processor Choose the Credit Card Processor that the account is
connected to
Card Class Credit
Server.Url https://trans.worldpay.us/Web/services/TransactionService
AcctlD This is the Account identifier for the account
SubiD This is the Sub Identifier for the account
MerchantPin This is the Merchant Pin associated to the account

After the configuration is completed, return to Configure the Payment Gateway Connection.
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Copyright

Copyright © 2008-2016 Nodus Technologies, Inc. All rights reserved. All rights reserved. Your right to copy this
documentation is limited by copyright law and the terms of the software license agreement. As the software
licensee, you may make a reasonable number of copies or printouts for your own use. Making unauthorized
copies, adaptations, compilations, or derivative works for commercial distribution is prohibited and constitutes a
punishable violation of the law.

Trademarks Nodus PayLink, PayFabric, CRM Charge, eStore Solution Stack, Scheduled Payments, ePay
Advantage, Credit Card Advantage, eStore Advantage, and Retail Advantage are either registered trademarks or
trademarks of Nodus Technologies, Inc. in the United States.

The names of actual companies and products mentioned herein may be trademarks or registered marks - in the
United States and/or other countries - of their respective owners.

The names of companies, products, people, and/or data used in window illustrations and sample output are
fictitious and are in no way intended to represent any real individual, company, product, or event, unless
otherwise noted.

Warranty Disclaimer Nodus technologies, Inc. disclaim any warranty regarding the sample code contained in this
documentation, including the warranties of merchantability and fitness for a particular purpose.

Limitation of Liability The content of this manual is furnished for informational use only, is subject to change
without notice, and should not be construed as a commitment by Nodus Technologies, Inc. Nodus Technologies,
Inc. assumes no responsibility or liability for any errors or inaccuracies that may appear in this manual. Neither
Nodus Technologies, Inc. nor anyone else who has been involved in the creation, production or delivery of this
documentation shall be liable for any indirect, incidental, special, exemplary or consequential damages, including
but not limited to any loss of anticipated profit or benefits, resulting from the use of this documentation or
sample code.

License agreement Use of this product is covered by a license agreement provided with the software product. If
you have any questions, please call Nodus Technologies Support at 909-482-4701

Return to Top
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EPay Advantage - End User License Agreement (EULA)

Important — Read Carefully. This Nodus End-User License Agreement (“Agreement”) is a legal agreement
between you (“End-User”) (on the one hand) and Nodus Technologies, Inc. (“Nodus”) and its OEM
partner(s) (“OEM”) (on the other hand), for the software product identified above, which includes
computer software and may include associated media, printed materials, and online or electronic
documentation (the “Product”). By installing, copying, other otherwise using this Product, you agree to be
bound by the terms of this Agreement. If you, the End-User, do not agree to the terms of this Agreement,
do notinstall or use this Product; you may, however, return it to your place of purchase for a refund or
credit.

This license is not a sale. Title and copyrights to the Product remain with Nodus and its OEM partner(s).
Unauthorized copying of the data, or failure to comply with the provisions of this License Agreement, will
result in automatic termination of this license and Nodus and its OEM partner(s) may use any other legal
remedies available to it. IN THE EVENT OF LICENSE TERMINATION, ALL MATERIALS, DATABASES, AND
DOCUMENTATION MUST BE IMMEDIATELY RETURNED TO NODUS TECHNOLOGIES, INC. AT THE ADDRESS
LISTED AT THE END OF THIS AGREEMENT.

1. End-User represents and warrants that it is authorized and empowered to enter intfo this Agreement.
Nodus represents and warrants that it is authorized and empowered to grant the rights hereinafter set
forth.

2. Nodus and its OEM Partner(s) hereby grant End-User a non-exclusive, non-transferable right to use the
Product, subject to the use restrictions and limitations set forth below.

3. Nodus shall provide End-User with one (1) machine-readable copy of the Product. This license
authorizes use of the Product at a single location, which shall mean a single location which uses or
accesses the Product either from a computer or terminal on site or through a computer or terminal at a
supporting location.

4. End-User acknowledges that the Product is confidential, proprietary material owned and copyrighted
by Nodus. End-User agrees that Nodus and its OEM partner(s) shall retain exclusive ownership of the
Product, including all literary property rights, patents, copyrights, frademarks, trade secrefts, trade names,
or service marks, including goodwill and that Nodus may enforce such rights directly against End-User in
the event the terms of this Agreement are violated.

5. The Product is intended for use solely by End-User for their own internal purposes as an alternative
electronic information source of data. The Product may only be used at the location(s) licensed and paid
for by End-User to the Nodus. End-User agrees not to copy, modify, sub-license, assign, fransfer or resell the
Product, in whole or in part. End-User agrees not to translate, reverse engineer, decompile, disassemble, or
make any attempt to discover the source code of the Product (except and only to the extent applicable
law prohibits such restrictions). End-User further agrees not to download/upload the Product, in whole or in
part, or fo establish a network, place data on the Internet or otherwise publish, or offer a service bureau
utilizing the Product. End-User agrees to restrict access to the Product to designated employees and to
use its best efforts o prevent violation of these restrictions by agents, employees and others, taking such
steps and reasonable security precautions as may be necessary. End-User shall permit Nodus and/or its
representative access to its premises during normal business hours to verify compliance with the provisions
of this Agreement.

6. Without prejudice to any other rights, Nodus may terminate this Agreement if End-User does not abide
by the terms and conditions of this Agreement. Upon termination of this Agreement, all licenses and rights
to use the Product shall immediately terminate and End-User shall immediately cease any and all use of
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the Product. Within thirty (30) days after termination of the Agreement, End-User shall return to Nodus,
postage prepaid, all copies of the Product.

In the event that the End-User fails fo pay the periodic maintenance fee, unless such periodic
maintenance fee is waived in writing by Nodus, then Nodus shall no longer be obligated to provide any
services or support to End-User nor shall Nodus be obligated to provide any additional upgrades or
updates for such Product or any other service or Product. Nodus reserves the right to discontinue any
services provided to End-User or made available to End-User through the use of the Product.

7. All UPDATES provided by Nodus and its affiliates shall be considered part of the Product and subject fo
the terms and conditions of this Agreement. Additional license terms may accompany UPDATES. By
installing, copying, or otherwise using any UPDATE, End-User agrees to be bound by this Agreement and
any terms accompanying each such UPDATE. If End-User does not agree to the additional license terms
accompanying such UPDATES, do not install, copy, or otherwise use such UPDATES.

8. End-User agrees that Nodus and its affiliates may collect and use information End-User provides as a
part of support services, problem resolution or technical improvements or developments in connection
with the Product.

9. End-User acknowledges that the Product is of U.S. origin and agrees to comply with all applicable
international and national laws that apply to the Product, including the U.S. Export Administration
Regulations, as well as end-user, end-use and destination restrictions issued by U.S. and other
governments.

10. NODUS REPRESENTS THAT THE PRODUCT DOES NOT VIOLATE OR INFRINGE ANY PATENT, TRADEMARK,
TRADE SECRET, COPYRIGHT, OR SIMILAR RIGHT. IN THE EVENT THE PRODUCT IS HELD TO INFRINGE THE RIGHTS
OF ANY THIRD PARTY, NODUS SHALL HAVE THE OPTION EITHER TO PROCURE THE RIGHT FOR THE END-USER TO
CONTINUE USING THE PRODUCT OR AT NODUS'S EXPENSE, TO REPLACE OR MODIFY THE PRODUCT SO THAT
IT BECOMES NON-INFRINGING. NODUS AND ITS OEM PARTNER (S) MAKE NO OTHER WARRANTY, EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE ACCURACY OF THE PRODUCT OR THE MERCHANTABILITY
AND FITNESS OF THE PRODUCT FOR A PARTICULAR PURPOSE. FURTHER, NODUS DOES NOT WARRANT THE
COMPATIBILITY OF THE PRODUCT WITH END-USER'S COMPUTER HARDWARE AND/OR SOFTWARE SYSTEM.

11. End-User's sole and exclusive remedy for any damage or loss in any way connected with the Product
furnished herein, whether by breach of warranty, negligence, or any breach of any other duty, shall be, at
Nodus' option, replacement of the Product or return or credit of an appropriate portion of any payment
made by End-User with respect to such Product. Under no circumstances shall Nodus or its OEM Partner(s)
be liable to End-User or any other person for any indirect, incidental, special or consequential damages of
any kind, however, caused and regardless of theory of liability, including, without limitation, for lost profits,
loss of data, loss of goodwill, business interruption, computer failure or malfunction or any and all other
commercial damages or losses. This limitation will apply even if Nodus has been advised of the possibility
of such damage. Some jurisdictions do not allow the exclusion of a limitation of indirect, incidental,
special or consequential damages, so the above exclusion may not apply to such End-Users. In such
event, Nodus' total liability to End-User for all damages shall be limited to the amount of fifty dollars
($50.00).

12. Nodus may cancel this license at any time if End-User fails to comply with the terms and conditions of
this Agreement; and Nodus may obtain injunctive relief and may enforce any other rights and remedies to
which it may be entfitled in order to protect and preserve its proprietary rights.

13. This Agreement is the complete and exclusive statement of the understanding between the parties,
with respect fo the subject matter, superseding all other agreements, representations, communicaftions,
advertisements, statements and proposals, oral or written.
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14. No term or provision hereof shall be deemed waived and no breach excused, unless such waiver or
consent shall be in writing and signed by the party claimed to have waived or consented. Any consent by
any party to, or waiver of, a breach by the other, whether express or implied, shall not constitute a
consent to, waiver of, or excuse for any other different or subsequent breach.

General
The internal laws of the State of California shall govern this Agreement. If any provision of the Agreement is

held invalid, the remainder of the Agreement shall continue in full force and effect. If you have any
questions, please contact in writing: Nodus Technologies, Inc., 2099 S. State College Blvd., Suite 250,
Anaheim, CA 92806, Tel: (909) 482-4701

Return to Top
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